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Core Objective: Trustworthiness of Evidence
Transparency: necessary but not sufficient
◦ Do I have all the details? Do I trust the people who ran this study? Are they hiding anything?

(Computational) Reproducibility
◦ Do I trust the execution of the study? Do I trust the computational results? 

Replicability
◦ Do I trust the findings are true beyond this one study? 
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Data – Information -
Knowledge
Data

◦ raw observations, objective facts

Information
◦ data in meaningful context

Knowledge
◦ understanding about the world

◦ explicit, codifiable (e.g., guideline)
◦ tacit, not codifiable (e.g. expertise)

◦ process knowledge, i.e., put in a central line
◦ useful for explaining, predicting, and guiding 

future action
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D-I-K Example
Data

◦ HgbA1C value 10.1%

Information
◦ occurred last Thursday
◦ 10.1% is above normal

Knowledge
◦ high HgbA1C occurs in diabetes
◦ associated with higher risk for cardiovascular 

outcomes

Evidence?

Wisdom



Evidence : basis for a claim of knowledge
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Evidence : data + study design + analysis
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“Best” 
Evidence :  per-protocol data  +  RCT design  +  ITT/meta analysis

Case series

Case control
Prospective Cohort

RCTs

M-A
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Real-World Evidence : data + study design + analysis

Big data: genomics, imaging;
Real-world data: EHR, claims, 

registries, mobile health (patient-
reported outcomes, wearables, IoT)

data mining, 
predictive analytics, 

natural language 
processing (NLP)

Real-world designs: pragmatic 
trials, N-of-1, observational 

studies
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Real-World Evidence (RWE) is the clinical evidence about 
the usage and potential benefits or risks of a medical 

product derived from analysis of Real-World Data (RWD).

technical amendment in Section 901 of the FDA Reauthorization Act 
of 2017 (Public law 115-52)
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How do we think about trustworthiness of 
real-world evidence?



“A scholar’s positive contribution is measured by the sum of the original data
that he contributes. Hypotheses come and go but data remain. Theories
desert us, while data defend us. They are our true resources, our real estate,
and our best pedigree.”

Santiago Ramón y Cajal, 1897



Real-World Evidence : data + study design + analysis

data mining, 
predictive analytics, 

natural language 
processing (NLP)

September 9, 2019: I. Sim FDA SCIENTIFIC COMPUTING DAYS

Real-world designs: 
embedded in routine care or 
patients’ daily lives

Real-world 
mobile health 

data



mHealth
The application of wearable 
and ambient sensors, mobile 
apps, social media, and 
location-tracking technology 
singly or in combination to 
obtain data pertinent to 
wellness and disease 
diagnosis, prevention, and 
management.

Sim I. Mobile Devices and Health. N Engl J Med 
2019;381:956-68.
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10.1056/NEJMra1806949
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https://www.nejm.org/do/10.1056/NEJMdo005587/full/?requ
estType=popUp&relatedArticle=10.1056%2FNEJMra1806949



Digital biomarkers are physiological 
and behavioral measures collected 
by means of digital devices such as 
portables, wearables, implantables
or digestibles that characterize, 
influence or predict health-related 
outcomes

Digital Biomarkers
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Sim I. Mobile Devices and Health. N Engl J Med 2019;381:956-68.



Many new digital biomarkers will be defined

From new sensors and new patient-reported outcomes (PROs)

Continually changing hardware and software

Increasingly digital biomarkers that combine output from multiple sensors/sources

Data will flow far and wide to multiple actors for multiple purposes 

Digital Biomarkers: Assumptions
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Example RWE Studies using Digital 
Biomarkers
RWE studies of 
◦ a anti-hypertensive: measuring blood pressure remotely as a primary outcome
◦ an anti-hyperglycemic: measuring weight remotely as a secondary outcome
◦ a proton pump inhibitor: measuring depression through patient-reported outcomes (PROs) as 

a side effect 
◦ a Parkinsons drug: measuring gait / mobility as a primary outcome 
◦ real-world performance monitoring of a heart rate device: measuring heart rate variability  
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How do we think about trustworthiness of 
digital biomarkers?



Real-World 
Sedative 
Effectiveness
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◦ A company is conducting a real-world study on the 
effectiveness of their approved sedative
◦ real-world pragmatic design
◦ using real world digital biomarkers collected using a mobile sensor in 

people’s nightly lives in the comfort of their own bed
◦ supporting the clinician with a decision support system in prescribing 

the sedative when insomnia is detected

◦ What do we need to know to trust this study?

500 people

1000 people

Sedative + DSS

“sleep”

500 people

Usual care

“sleep”

BMTS 2020



Categories of 
Digital 
Biomarker 
Metadata
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Datapoint (may be a single 
observation or a computed 
biomarker)

Description of the datapoint 
itself

Source
From what sensor(s) did the 
datapoint come?

Acquisition / Processing
How was the datapoint 
acquired? processed? 

Attribution
What app or product 
provided this datapoint?

Privacy 
Who can access, when, why, 
for what
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Categories of 
Metadata: 
Datapoint

January 24, 2020: I. Sim BMTS 2020

Datapoint (may be a single 
observation or a computed 
biomarker)

Description of the datapoint 
itself

Source
From what sensor(s) did the 
datapoint come?

Acquisition / Processing
How was the datapoint 
acquired? processed? 

Attribution
What app or product 
provided this datapoint?

Privacy 
Who can access, when, why, 
for what



“Sleep” Digital Biomarker
QUESTIONS

What is the measure?

How is the measure defined?  

Validity

Error

Natural variability

Uncertainty / confidence

Bias

Identity

Context

METADATA QUESTIONS FOR TRANSPARENCY

Sleep duration? Sleep quality? Sleep refreshment?

Time in bed? asleep? with/without microawakenings?

Comparison to a gold standard

Difference from “real” value

Variability within and among individuals

Probability that the person is asleep

Systematic errors, e.g., from skin color

Whose sleep duration is this?

In own bed? After jetlag? 
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Unstandardized Sleep Datapoint Example 

{
"sleep": 7.5
"date": 2019-04-05

}
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Open mHealth Sleep Datapoint Example

{
”sleep_duration": {

"value": 7.5, 
"unit": ”h" 

},
"effective_time_frame": {

"time_interval": {
"start_date_time": "2019-01-01T07:25:00Z",
"end_date_time": "2019-04-05 T07:25:00Z"

}    
},
"descriptive_statistic": "average”
”descriptive_statistic_denominator”: “d”

}
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average sleep duration per day, in hours, from January 1, 2019 to April 5, 2019 



{ 
Header/min metadata

}
{

Body: datapoint
}
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data and metadata standards
Digital Transparency 
Landscape



{ 
Header/min metadata

}
{

Body: datapoint
}
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data and metadata standards
Digital Transparency 
Landscape

Study  
Protocol

Data 
Sharing 
Policy



Datapoint (may be a single 
observation or a computed 
biomarker)

Description of the datapoint 
itself

Source
From what sensor(s) did the 
datapoint come?

Acquisition / Processing
How was the datapoint 
acquired? processed? 

Attribution
What app or product 
provided this datapoint?

Privacy 
Who can access, when, why, 
for what

Categories of 
Metadata: 
Source
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{ 
Header/min metadata

}
{

Body: datapoint
}

IoT Smart 
Thermometer IoT Motion 

Sensor

Smartphone

Wrist 
sensor

Ingestible

Sensor 
Patch
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data and metadata standards

Hardware 
Datasheet

UDI

E.g., HL7 FHIR Device Definition and others

FDA UDI (Unique Device Identification) System

Digital Transparency 
Landscape

Study  
Protocol

Data 
Sharing 
Policy

http://hl7.org/fhir/devicedefinition.html


Categories of 
Metadata: 
Acquisition/ 
Processing
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Datapoint (may be a single 
observation or a computed 
biomarker)

Description of the datapoint 
itself

Source
What did the datapoint come 
from?

Acquisition / Processing
How was the datapoint 
acquired? processed? 

Attribution
What app or product 
provided this datapoint?

Privacy 
Who can access, when, why, 
for what



->

{ 
Header/min metadata

}
{

Body: datapoint
}

Data stream(s) Firmware/
algorithm

IoT Smart 
Thermometer IoT Motion 

Sensor

Smartphone

Wrist 
sensor

Ingestible

Sensor 
Patch
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data and metadata standards

Software 
Datasheet

Dataset
& ML

Details

Hardware 
Datasheet

UDI

Digital Transparency 
Landscape

Study  
Protocol

Data 
Sharing 
Policy



Software Datasheet
Algorithm method and version
◦ Input data streams
◦ Training data

◦ description of the data that the model was trained on (e.g., Datasheets for Datasets, Dataset Nutrition 
Label)

Performance
◦ E.g., average PPG HR accuracy for person with a specific skin tone

Describing validation and verification 
◦ by the manufacturer and/or independent 3rd party
◦ if and where open data set is available for testing reproducibility
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https://arxiv.org/pdf/1803.09010.pdf
http://datanutrition.media.mit.edu/


Dataset Nutrition Label
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https://ahmedhosny.github.io/datanutrition/

https://ahmedhosny.github.io/datanutrition/


Dataset Nutrition Label
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Dataset Nutrition Label
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Dataset Nutrition Label
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Categories of 
Metadata: 
Attribution
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Datapoint (may be a single 
observation or a computed 
biomarker)

Description of the datapoint 
itself

Source
What did the datapoint come 
from?

Acquisition / Processing
How was the datapoint 
acquired? processed? 

Attribution
What app or product 
provided this datapoint?

Privacy 
Who can access, when, why, 
for what



->

{ 
Header/min metadata

}
{

Body: datapoint
}

Data stream(s) Firmware/
algorithm

SMART-on-FHIR 
environment

mDATA app

Electronic Health Record

Sedative Decision 
Support

IoT Smart 
Thermometer IoT Motion 

Sensor

Smartphone

Wrist 
sensor

Ingestible

Sensor 
Patch
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data and metadata standards

Software 
Datasheet

Dataset
& ML

Details

Product 
Datasheet

Privacy 
Policy

Hardware 
Datasheet

UDI

Digital Transparency 
Landscape

Study  
Protocol

Data 
Sharing 
Policy



Product Datasheet: ADviCE Package Insert 
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Software version 

Target users 

Desired implementation 
approach

Data on effectiveness or 
safety (if any)

Privacy Policy: Where data 
go. Who owns data.

Is the tool actually used 
anywhere? 

ADviCE: UCSF-Stanford Center 
of Excellence in Regulatory 
Science and Innovation (CERSI)

Facilitating adoption of digital 
health software tools by 
healthcare systems



Categories of 
Metadata: 
Privacy
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Datapoint (may be a single 
observation or a computed 
biomarker)

Description of the datapoint 
itself

Source
What did the datapoint come 
from?

Acquisition / Processing
How was the datapoint 
acquired? processed? 

Attribution
What app or product 
provided this datapoint?

Privacy 
Who can access, when, why, 
for what



Privacy
Who can access which digital biomarkers when and for what?
◦ Study’s Data Sharing Statement
◦ Product Datasheet – privacy policy
◦ Personal Datasheet – privacy policy
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->

{ 
Header/min metadata

}
{

Body: datapoint
}

Data stream(s) Firmware/
algorithm

SMART-on-FHIR 
environment

mDATA app

Electronic Health Record

Sedative Decision 
Support

IoT Smart 
Thermometer IoT Motion 

Sensor

Smartphone

Wrist 
sensor

Ingestible

Sensor 
Patch
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data and metadata standards

Software 
Datasheet

Dataset
& ML

Details

Product 
Datasheet

Privacy 
Policy

Hardware 
Datasheet

UDI

Digital Transparency 
Landscape

Study  
Protocol

Data 
Sharing 
Policy

Personal 
Datasheet

Privacy 
Policy



->

{ 
Header/min metadata

}
{

sleep duration: datapoint
}

Data stream(s) Sleep duration
algorithm

IoT Smart 
Thermometer IoT Motion 

Sensor

Smartphone

Wrist 
sensor

Ingestible

Sensor 
Patch

Algorithm
Datasheet

Training 
Dataset

Sensor
Datasheet

UDI

Participant 
Datasheet

Privacy 
Policy

Digital 
Transparency: 
Sleep Study

SMART-on-FHIR 
environment

mDATA app

Electronic Health Record

Sedative Decision 
Support

Product 
Datasheet

Privacy 
Policy

Study  
Protocol

Data 
Sharing 
Policy



Open Questions
To support digital transparency for RWE
◦ Are these the most important metadata?
◦ How to coordinate the collection of metadata?
◦ How to establish pointers/references?
◦ Who needs to do this? Who will do this? Who are the stakeholders?
◦ How is the digital transparency ecosystem governed?
◦ How is the digital transparency ecosystem sustained?
◦ …
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Conclusion: 
Towards a Digital 

Transparency 
Ecosystem

Evidence : basis for a claim of knowledge

Metadata categories: datapoint, source, 
acquisition and processing, attribution, and 
privacy 

Digital transparency with a suite of datasheets is 
necessary for trustworthy real-world digital 
biomarkers and real-world evidence

Transparency/trustworthiness is a property of 
the ecosystem. Many stakeholders will need to 
work together


